Abstract: WSN collects information, processes locally and transmits it with wireless sensor nodes. A sensor node uses radio frequencies as a communications medium, and is susceptible to active and passive attacks. This paper proposes 'Total Security Algorithm' based on Elliptical Curve Diffie Hellman for confidentiality, integrity and data freshness. In TSA, node uses Ex-OR operation to encrypt and decrypt message with the single coordinate of session key generated by ECDH. This strategy of using single coordinate will help node to save bandwidth and transmission power, which results in longer life for the sensor node. The implementation of TSA on 32 bit processor has been demonstrated with NIST recommended P 224 Elliptical curve over prime field in C language on MIRACL crypto library (Multiprecision Integer and Rational Arithmetic Cryptographic Library) which is a C software library that is widely reputed as the gold standard open source SDK for elliptic curve cryptography (ECC).
INTRODUCTION
Recent advances in Micro-Electro-Mechanical Systems (MEMS), wireless communications and VLSI have enabled the development of low-cost, low-power multifunctional sensor nodes that are small in size and communicate over short distances. As shown in Figure 1 nodes collect and transmit data to the base station by single hop. WSN monitors parameters like temperature, pollution levels, humidity, wind speed, pressure etc [1] .
The Figure 2 shows block diagram of sensor node. The sensor node consists of an 8 bit-microcontroller, memory, analog to digital converter (A/D), radio transceiver and battery. In optional cases, it consists of GPS and mobilizers. The communication between sensor nodes takes place with radio frequencies in ISM band. 
SECURITY THREATS IN WSN
Wireless networks are vulnerable to various security attacks because of their broadcast nature of transmission and nodes are often placed in unattended environment. They are susceptible to various attacks namely denial of service (DoS), worm hole, sink hole, Sybil , selective forwarding , passive information gathering, node capturing, hello flood attack etc [2] [3] [4] . The next paragraph gives brief information about these attacks.
• Denial of Service (DoS) is defined as any attempt that prevents a network's capability to provide a service. The simplest form of DoS attack exhausts memory, battery power of node by sending unnecessary packets.
• Sybil attack: It is a type of attack where a node takes the identity of other node and tries to disgrace the integrity of data.
• Sinkhole Attack: In this attack, the adversary's node advertises a high quality route to the base station, diverts all information flow through it, and acts as sinkhole, prohibiting the information from reaching the base station (sink).
• Hello Flood Attack: In this sort of attack, an attacker with a high radio transmission range and processing power sends HELLO packets to a number of sensor nodes to exhaust their resources.
• Selective Forwarding Attack: wireless sensor networks transmit information with multi hop in which every node as router to pass information to other node. In case of selective forwarding, malicious node refuses to pass information to the neighbouring node. If it blocks all the information then it is referred as a Black hole attack however if it selectively forwards the messages, then it is called selective forwarding.
• Wormhole Attack: An adversary can collect messages received in one part of the network and replay them in another part of the network.
The next section discusses about the security requirements in brief. While designing security model based on elliptical curve for the wireless sensor network, we must take in to account various kinds of active and passive attacks discussed in the section III. In broader sense the security model which we are designing must assure data confidentiality, data integrity, data freshness, and data authentication.
3.
CHALLENGES IN SECURING WSN The Figure 3 shows FLECK nano wireless sensor node manufactured by CSIRO along with its specifications as shown in the Table 1 . It is a small unobtrusive wireless sensor platform. It was designed for a variety of applications that include contact logging for livestock research, indoor RF tracking and human movement analysis. The sensor node uses 8-bit Intel 8051 microcontroller that has computational limitations for elliptic curve operations such as 'modular inversion'. The memory available is only 8 KB for writing application code, which is too small. As available bandwidth is limited to 50Kb, the keys used for cryptography algorithm should be very small and compact. Battery power is other limitation on sensor node. FLECK sensor uses 3.3 V battery with 33 microampere of standby current. In the light of above facts, developing security protocol is big challenge for design engineer. There are various states of art security algorithms and protocols available for the network security. Due to resource-constrained nature of the wireless sensor network, WSN can NOT afford luxury of current state of art protocols designed for existing TCP/IP networks. Using a single shared key for whole WSN is not a good idea because an adversary can easily obtain this key which will comprise security of the entire network. The next section discusses about traditional security protocols. These protocols are broadly classified in to two categories namely symmetric key and public key or asymmetric key [6] .
A. Symmmetric key cryptography
Symmetric key protocols use a single key for encrypting plain text and decrypting cipher text. This is also known as private key encryption. Examples of popular s y m m e t r i c a l g o r i t h m s include 3DES, AES, Blowfish, CAST5, RC4 etc [7] . The Figure 4 shows mechanism of symmetric key. As shown, the identical key is used by sender and receiver for encryption and decryption of the messages. The major problem of Symmetric Key is that there is no provision for data origin authentication and data integrity. The key should be exchanged between sender and receiver in secured way. The sender and receiver have to maintain a secret information link. There is a possibility of the intruder to get the key. The recipient can neither authenticate the sender nor verify that the decrypted message is the same as the original message. The sender thinks that he is sending message to the proper receiver only and receiver thinks that he is receiving message from proper sender. But the eavesdropper is receiving and sending message in the middle of the sender and receiver. This results in man in middle attack.
Another drawback of this mechanism is that it does not scale well. In a network, which consists of n nodes, each node should store n -1 keys and most of these keys are not even used once. At the same time, adding new sensor nodes is also impossible with this approach. Public-key cryptography (or asymmetric cryptography) is another option for encryption. The public key cryptography as shown in Figure 5 , also known as asymmetric key, requires two separate keys namely public key and private key. The plain text is encrypted using public key and the cipher text is decrypted using private key. As shown in figure 5 , message is encrypted with a receiving nodes' public key. The message cannot be decrypted by anyone who does not possess the matching private key, who is thus presumed to be the owner of that key and the person associated with the public key. This is an attempt to ensure confidentiality.
B. Public key cryptography
Public-key algorithms are based on mathematical problems, such as integer factorization or discrete logarithm, and elliptic curve. It is computationally easy for a user to generate public and private key-pair and to use them for encryption and decryption. The strength lies in the fact that it is "impossible" and computationally infeasible to determine private key from its corresponding public key.
Thus, the public key may be published without compromising security, whereas the private key must not be revealed to anyone not authorized to read messages or perform digital signatures. Although, this approach can set up a secure key with any other node in the network, many current sensor nodes have constrained computational power and battery; this makes the usage of public-key cryptography for encryption too expensive in terms of system overhead.
WHY TO USE ECC FOR WIRELESS NETWORKS?
In public key cryptography we have two options one is based on factorial system that is RSA or other is Elliptic Curve Cryptography (ECC) based on discrete logarithmic problem. ECC is emerging as a potential candidate for public-key cryptosystem, in particular for wireless sensor networks compared to existing prevalent crypto techniques such as RSA as it offers equivalent security with smaller key sizes. This is illustrated in the following Table 2 which gives approximate comparable key sizes for symmetric-and asymmetric-key cryptosystems based on the best-known algorithms for attacking them. Smaller key sizes result in savings for power, memory, bandwidth, and computational cost that make ECC especially attractive for constrained environments. In proposed TSP protocol we have used Elliptical Curve Diffie Hellman (ECDH) algorithm in the first part of protocol [8] followed by lightweight Ex-OR operation. Most of the microcontrollers will have Ex-OR instruction reducing the space required for storing algorithm in flash. This combination of shorter key of ECC with simple Ex-OR operation will results in shorter time for key calculation and will also sustained by 8/16 bit microcontrollers. The next section gives some preliminaries about ECC.
ELIPTICAL CURVE CRYPTOGRAPHY (ECC)
In 1986 and 1987, Miller [9] and Koblitz [10] proposed use of elliptical curves for cryptography. Due to smaller sizes of the key, ECC is becoming popular day by day in wireless network security. An elliptic curve over a finite field where a prime number is and is defined by a cubic equation in two variables with coefficients and as shown in Figure 6 .
Where and are real numbers satisfying the following condition: Figure 6 . Elliptical Curve Example Points satisfying this equation are known as affine points [11] . In addition to these points, a point at infinity is also said to be on the curve. The set of all points on the curve is denoted by and is called order of the curve. All the points on the elliptical curve form a finite abelian group meaning that if any two points on the curve are added, their sum point is on the curve itself forming a closed cyclic group with the point at infinity serving as identity element [12] .
A. Scalar multiplication in ECC
Multiplying point on the elliptical curve by a scalar is defined as scalar multiplication [12, 13] .
The ECDH protocol highly depends on scalar multiplication process which in turns depends on point and point doubling operations over elliptic curves. In this paper we are using binary recoding for scalar. But recoding scalar by One's complement form as suggested by [14] gives faster results due to squeezing of Hamming weight of scalar. The next section gives brief idea about point doubling and point addition operation.
B. Point doubling
In point doubling a tangent line is drawn at the point . If
is not , then the tangent line intersects the elliptic curve at point . Its reflection is the doubling result of point . This operation is called doubling the point ; the law for doubling a point on an elliptic curve group is defined by 
C. Point addition
Let P & Q be two different rational points on the elliptic curve. The straight line joining P & Q must intersect the curve at point R. The reflection of this point as shown in Figure 8 is point addition. If the two points P and Q are lying on a vertical line, the addition is considered as point at infinity. 
PROPOSED PROTOCOL
Our proposed Total Security Protocol (TSP) as shown in the Figure 9 and 10, which is the combination of symmetric key and asymmetric /public key. We are using Elliptical Curve Diffie Hellman (ECDH) public key protocol for the generation of secret session key . The session key generated with the help of ECDH will be used by nodes as secret key for symmetric protocol Ex-OR. Once the session key is generated by using ECDH, only single coordinate i.e. either x or y coordinate (here we have considered the x co-ordinate and one bit of y-coordinate) is used for encryption and decryption. By making use of only one coordinate we can optimize memory, bandwidth and computational time of sensor node. As shown above, secret session key consists of x and y coordinates. In NIST P 224 standard, session key and public key will have length of 224 bits each and as key will have x and y coordinate, the full length of the key will be 448 bits. In our TSP , we are recommending use of only one coordinates as secret session key for remaining part of protocol which makes use of Ex-OR operation for encrypting and decrypting message.
The elliptical curve will be initialized with the values of as per NIST standard. In the next step, Alice and Bob will generate two random integers of 160 bit length. These two numbers are called private integers and will not be disclosed to each other and outside world. By multiplying their private integers with base point , they will generate their public keys. Reader should note that public key obtained by this method will have two coordinates namely x and y.
Alice and Bob will announce their public keys and will calculate the session keys by doing product of their respective private integers with opposite sides public key i.e. Alice will use Bob's public key and vice versa. As sown in Figure 9 , both will obtain same session keys. The single co-ordinate approach will help the node to reduce memory space required for storing secret session key. It will also result in reducing length of cipher text exactly to half, due to use of single coordinate. Reduced length of cipher text will result in lesser use of bandwidth which is scarce commodity for the wireless network. 
Bob Key Generation

IMPLEMENTATION
The proposed TSP protocol implemented on MIRACL crypto library with MS visual studio in C programming language on windows platform with Intel processor 2.20GHz and memory 3.00 GB. In our implementation, we have used NIST recommend elliptic curve [15] with prime filed P224 with value of as -3. This value of will give faster time for point doubling in Jacobean coordinates. Our implementation has used affine coordinate system. The co-factor value of is taken as 1. The prime p as suggested by NIST has been converted to hexadecimal number for the programming reasons.
In TSP protocol, Alice and Bob generate two private integers randomly of 160 bits each in length. They will exchange their public keys and multiply them with their respective private integers to get the same secret session keys. TAs shown below secret session key of Alice and Bob are same which will have 224 bits length each for x and y coordinates. Once the key is calculated as shown in the results, node makes use of only x-coordinate of the key for encryption and decryption of the messages. We considered 'welcome to svce' as plain text in Hex form as shown below. The receiving node will do Ex-OR with the secret session key to get the original plain text back as shown,
0X 77656C636F6D6520746F2073766365
Welcome to svce
The implementation results window is shown in Fig 11. 
CONCLUSION
Our TSA based on NIST ECC P 224 standard can provide lightweight security for the resource constrained wireless sensor networks, as the key size is too small as compared to RSA algorithm. Our experimentation shows that the bandwidth and energy of the WSN will have at least 50 % savings, which will help to improve the life of the sensor node.
